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 Java 
   response.setContentType("application/octet-strea m"); 
   response.setHeader("Content-Disposition", "attac hment; filename=" + 

request.getParameter("fn") ); 
 
 C# 
   Response.ContentType = "application/octet-stream "; 
   Response.AddHeader("Content-Disposition", "attac hment;filename=" + 

Request.QueryString["fn"].ToString() ); 
 
 ASP 
   <% Response.AddHeader "Content-Type", "applicati on/octet-stream" %> 
   <% Response.AddHeader "Content-Disposition", "at tachment;filename=" & 

Request.QueryString("fn") %> 
 
 PHP 
   header("Content-Type: application/octet-stream") ;  
   header("Content-Disposition: attachment; filenam e=".$_REQUEST["fn"]); 
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   http://[trusted_domain]/download?fn=report.xls%0 0.bat%0d%0a%0d%0apause  
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   String fn = request.getParameter( "fn" ); 
   Pattern p = Pattern.compile("^[\\w\\. ]*$"); 
   if ( !p.matcher(fn).matches() ) throw new IOExce ption( "Bad filename" ); 
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   ESAPI.httpUtilities().safeSetHeader("Content-Dis position", 
 "attachment; filename=" + fn ); 
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   ESAPI.validator().isValidHTTPRequest(request); 
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