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	HITB (Hack In The Box) 2004 Presentation by S.K. Chong: "Windows Local Kernel Exploitation". Discusses mechanisms to exploit the Windows Kernel for useful local privilege escalation. Unlike "Shatter Attack" which is usually only useful if an attacker has physical access of the computer, Kernel exploitation will escalate the attacker to the highest level of the kernel itself without any restrictions. The presentation will include usage of undocumented APIs, memory corruption in device drivers, kernel 'shellcode' as well as other relevant tricks to find and exploit the Windows kernel-land for a successful privilege escalation.

	tags | kernel, local, shellcode
	systems | windows
	SHA-256 | 3b0a27ebf4e22e17709d7a4a775a2c4e5de69c307b42ade96b78fb71a7c52ac2
	Download  | Favorite | View



    
    

Page 1 of 1
Jump to page


Back1Next



     

    
      
        
      

      
        
	 Follow us on Twitter
	 Follow us on Facebook
	 Subscribe to an RSS Feed





Top Authors In Last 30 Days

	Red Hat 200 files
	Ubuntu 84 files
	Gentoo 25 files
	Debian 19 files
	SoSPiro 13 files
	hyp3rlinx 7 files
	tmrswrr 7 files
	malvuln 5 files
	nu11secur1ty 5 files
	sfewer-r7 3 files






Recent News


	White House Summons UnitedHealth CEO Over Hack
	Posted Mar 12, 2024
	
	

	tags | headline, hacker, government, privacy, usa, data loss
	Favorite | View  


	EquiLend Ransomware Attack Leads To Data Breach
	Posted Mar 12, 2024
	
	

	tags | headline, hacker, privacy, malware, bank, data loss, fraud, cryptography
	Favorite | View  


	Never Before Seen Linux Malware Gets Installed Using 1-Day Exploits
	Posted Mar 12, 2024
	
	

	tags | headline, hacker, malware, linux, backdoor
	Favorite | View  


	French Government Sites Disrupted By Tres Grande DDoS
	Posted Mar 12, 2024
	
	

	tags | headline, government, denial of service, france
	Favorite | View  


	Critical Vulnerability Allows Access To QNAP NAS Devices
	Posted Mar 11, 2024
	
	

	tags | headline, hacker, data loss, flaw
	Favorite | View  


	US Says UFO Sightings Likely Secret Military Tests
	Posted Mar 11, 2024
	
	

	tags | headline, government, usa, space, science, military
	Favorite | View  


	Ransomware Attack Causes British Library To Push The Cloud Button
	Posted Mar 11, 2024
	
	

	tags | headline, hacker, malware, britain, data loss, fraud, cryptography
	Favorite | View  


	Ultimate Member Plugin Flaw Exposes 100,000 WordPress Sites To Attacks
	Posted Mar 11, 2024
	
	

	tags | headline, hacker, flaw, wordpress
	Favorite | View  


	Microsoft Under Constant Attack By Russian Hackers, Filing Says
	Posted Mar  8, 2024
	
	

	tags | headline, hacker, government, microsoft, russia, cyberwar, backdoor
	Favorite | View  


	Bitcoin Briefly Rises To Record High Over $70,000
	Posted Mar  8, 2024
	
	

	tags | headline, bank, cryptography
	Favorite | View  



View More News →


      


  






  

    
        
    © 2022 Packet Storm. All rights reserved.

    


    
    	Site Links
	News by Month
	News Tags
	Files by Month
	File Tags
	File Directory

    
    


    
    	About Us
	History & Purpose
	Contact Information
	Terms of Service
	Privacy Statement
	Copyright Information


    


    
		Services
	Security Services
	Hosting By
	Rokasec

   
    

    
    	 Follow us on Twitter
	 Follow us on Facebook
	 Subscribe to an RSS Feed


    


  












