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	HITB (Hack In The Box) 2004 Presentation by S.K. Chong: "Windows Local Kernel Exploitation". Discusses mechanisms to exploit the Windows Kernel for useful local privilege escalation. Unlike "Shatter Attack" which is usually only useful if an attacker has physical access of the computer, Kernel exploitation will escalate the attacker to the highest level of the kernel itself without any restrictions. The presentation will include usage of undocumented APIs, memory corruption in device drivers, kernel 'shellcode' as well as other relevant tricks to find and exploit the Windows kernel-land for a successful privilege escalation.

	tags | kernel, local, shellcode
	systems | windows
	SHA-256 | 3b0a27ebf4e22e17709d7a4a775a2c4e5de69c307b42ade96b78fb71a7c52ac2
	Download  | Favorite | View



    
    

Page 1 of 1
Jump to page


Back1Next



     

    
      
        
      

      
        
	[image: Follow on Twitter] Follow us on Twitter
	[image: Follow on Facebook] Follow us on Facebook
	[image: View RSS Feeds] Subscribe to an RSS Feed





Top Authors In Last 30 Days

	Red Hat 196 files
	Ubuntu 83 files
	Gentoo 25 files
	Debian 16 files
	SoSPiro 14 files
	Apple 10 files
	nu11secur1ty 8 files
	tmrswrr 7 files
	malvuln 6 files
	ByteHunter 5 files






Recent News
[image: News RSS Feed]

	Cloudflare Loses 22% Of Its Domains In Freenom .tk Shutdown
	Posted Mar 19, 2024
	
	

	tags | headline, denial of service, data loss, fraud
	Favorite | View  


	Apex Legends Esports Final Delayed By Hack Claims
	Posted Mar 19, 2024
	
	

	tags | headline, hacker
	Favorite | View  


	Fujitsu Reveals Malware Installed On Internal Systems
	Posted Mar 19, 2024
	
	

	tags | headline, hacker, privacy, malware, data loss, backdoor
	Favorite | View  


	Pentagon Received Over 50k Vulnerability Reports Since 2016
	Posted Mar 18, 2024
	
	

	tags | headline, government, usa, flaw, military
	Favorite | View  


	STOP Ransomware Gains Stealthier Variant
	Posted Mar 18, 2024
	
	

	tags | headline, hacker, malware, fraud, cryptography
	Favorite | View  


	Haiti: Machete-Wielding Militias Battle Gangs In Port-au-Prince
	Posted Mar 18, 2024
	
	

	tags | headline, government
	Favorite | View  


	New Attack Shows Risks Of Browser Giving Websites Access To GPU
	Posted Mar 18, 2024
	
	

	tags | headline, hacker, flaw
	Favorite | View  


	Why Does The US Want To ban TikTok, And When Could It Happen?
	Posted Mar 15, 2024
	
	

	tags | headline, government, usa, china, cyberwar, spyware, social
	Favorite | View  


	Discontinued Security Plugins Expose Many WordPress Sites To Takeover
	Posted Mar 15, 2024
	
	

	tags | headline, hacker, flaw, wordpress
	Favorite | View  


	Member Of LockBit Ransomware Group Sentenced To 4 Years In Prison
	Posted Mar 15, 2024
	
	

	tags | headline, malware, canada, russia, cybercrime, fraud, cryptography
	Favorite | View  



View More News →


      


  






  

    
        [image: packet storm]
    © 2022 Packet Storm. All rights reserved.

    


    
    	Site Links
	News by Month
	News Tags
	Files by Month
	File Tags
	File Directory

    
    


    
    	About Us
	History & Purpose
	Contact Information
	Terms of Service
	Privacy Statement
	Copyright Information


    


    
		Services
	Security Services
	Hosting By
	Rokasec

   
    

    
    	[image: Follow on Twitter] Follow us on Twitter
	[image: Follow on Facebook] Follow us on Facebook
	[image: View RSS Feeds] Subscribe to an RSS Feed


    


  




[image: close]




[image: ]


